Abstract-
INTRODUCTION
In recent years Smart Grid (SG) is fast becoming a key element of future energy strategies. Different definitions for the concept of "Smart Grid" can be found in the literature. In [1] , for instance, it is defined as "an electricity network that can intelligently integrate the actions of all users connected to itgenerators, consumers and those that do both -in order to efficiently deliver sustainable, economic and secure electricity supplies." Other stakeholders have given different definitions but generally, a Smart Grid employs innovative products and services together with intelligent monitoring, control, communication, and self-healing technologies to:
• Better facilitate the connection and operation of generators of all sises and technologies.
• Allow consumers to play a part in optimising the operation of the system.
• Provide consumers with greater information and choice of supply.
• Significantly reduce the environmental impact of the whole electricity supply system.
• Deliver higher levels of supply reliability and security.
In such networks, where electricity and information flow bi-directionally, communications play a major role. In the last years, several projects, either as pilot or roll-out, have been started to deploy automated metering, also known as smart metering. Smart metering could be seen as first milestone toward a smart grid.
One the projects initiated towards actualising the SG visions is DLC+VIT4IP 1 . DLC+VIT4IP is developing and verifying a high-speed narrow-band PLC infrastructure using the Internet Protocol (IP) which is capable of supporting existing and extending new and multiple communication applications. On the application side the IP is an increasingly used protocol stack in many supervisory and control application fields which include the energy sector. These include the existing power distribution network for novel services in smart electricity distribution networks such as demand side management, control of distributed generation and customer integration. The developed solution will be verified in test fields. Outcomes of the project will include a prototype for a high performance communications infrastructure, simulation and planning tools, testing and conformance rules for application developers and users to choose an appropriate technology for their needs. Many of these outcomes will be transferred to standardisation.
The rest of the paper is organised as follows; in section II the general structure of smart grid is given and its different components are described. Section III compares the different smart grid access technologies for communications infrastructure. This section also presents an overview on the widely known high-speed narrowband PLC solutions. Section IV analyse features specific to the DLC+VIT4IP project in respect to the smart grid requirements and section V concludes the paper.
II. COMMUNICATION ROLE IN SMART GRID ARCHITECTURE

A. General Architecture
The SG vision is seen as an evolution rather than a revolution, i.e. the journey towards the grid of the future involves different milestones. In [2] , the authors identify six key priorities of the smart grid: (1) Advanced Metering Infrastructure (AMI); (2) Demand Response (DR); (3) Electric Vehicles (EV); (4) wide-area situational awareness; (5) distributed energy resources and storage; and, (6) distribution grid management. From the first step of smart grid realisation, i.e. AMI, communications play a vital role in the smart grid architecture. A general structure of AMI is shown in Figure 1 , where communications platform builds the bridge between power utility's premises and its customers (MSP: Metering Service Provider; MPO: Metering Point Operator and DSO: Distribution System Operator). The figure also shows the communication technologies that are widely considered in the field trials (i.e. pilot projects) as well as in some roll-out projects. In this architecture several communication tasks are required at different levels. For instance, information related to AMR has to be communicated in the following cases; [2] :
Connection of Communication Module with inhouse display, e.g. over a M-Bus using a cable or wireless (referred as secondary communications) (2) Connection of meters with Communication Module, e.g. by M-Bus using cable or wireless (primary communications) (3) connection of Communication Controller with a data concentrator (e.g. at the transformer station) using PLC (tertiary communications) (4) connection between data concentrators and the MPO using GSM/GPRS (tertiary communications) (5) connection between the communication unit and the MPO using a wireless system (mostly GSM/GPRS) (6) connection between the communication unit and the MPO by DSL (7) Retrieval of customer data or billing data via Internet over a web-portal Communication platforms also enhance energy-use feedback which can help households gain control over their energy use practices, reduce the amount of wasted energy, and reduce electricity consumption by 4 to 12%. In addition, the platform provides the utility with the opportunity to make substantial gains from efficiency of power transmission and distribution.
B. Performance Criteria of Communications Solutions
SG technologies continue to evolve, and future applications of the technologies may lead to both an increase and a qualitative change in communications requirements. For example in some of the current projects, meters are required to be read in real-time, near real-time or a few times per day. Currently, meter reading every 15 minutes will generate a huge amount of data which the utilities do not currently have the capacity to manage. AMR can tolerate longer latency (minutes or sometimes hours) as well as long recovery time from failures (some hours), but control and automation functions are very sensitive to these parameters. Performance criteria for evaluating communication solutions for smart grid are throughput, latency, security, reliability (availability), selfhealing, easy maintenance, interoperability (standard conformance), extendibility, redundancy, etc., and must be extensively investigated.
III. ACCESS TECHNOLOGIES FOR SMART GRID COMMUNICATIONS
A. Alternative Technologies and Qualitative Comparison
It is difficult to make a complete and granular comparison of the different solutions. On the one hand, each solution has advantages and drawbacks. For example, the optical fibre solves almost all technical problems (bit rate, delay, coverage, etc), but the investment costs make it an unfeasible solution for smart metering. On the other hand, the design of a communications network depends generally on the environmental conditions; such as user density, distance to the user-either from transformer station if we consider PLC, or from street central office if we talk about DSL, etc. However, an attempt of a general comparison of different techniques, in terms of advantages or drawbacks is given 
B. Pilot Projects and Practice Tendency
Investigations have been carried out in order to evaluate the acceptance of different communications solution in the existing smart metering project in Germany; [2] . These projects focus on three technologies; DSL, PLC and GPRS as shown in Table  2 . The PLC technology is the preferred solution for the power utilities. PLC infrastructure is owned by the utilities, and therefore they have a complete access and control on this communication medium. Source: KEMA study.
The dominance of PLC in the smart metering project can also be observed in other European countries, for example, Spain [3] , Italy [4] , the Netherlands [5] , etc. It is well known that PLC is a cheap and reliable means of providing new and intelligent applications to and from the last mile of the distribution grid [6] .
C. High-Speed Narrowband PLC 1) PRIME
PoweRline Intelligent Metering Evolution (or PRIME) builds the specifications for PLC modem-based standard over LV. It is open, public and non-proprietary telecommunications architecture to enable the building of smart grids. Figure 2 depicts the communication layers and the scope of this specification; [7] . The reference model is based on IEEE 802.16 protocol layering. This standard will focus mainly on the data and control plane. The service-specific Convergence Layer (CL) classifies traffic associating it with its proper MAC connection. This layer performs the mapping of any kind of traffic to be properly included in MAC SDUs. It may also include pay-load header suppression functions. Multiple Convergence sublayers are defined to accommodate different kinds of traffic into MAC SDUs. The MAC layer provides core MAC functionalities of system access, bandwidth allocation, and connection establishment/maintenance and topology resolution. The PHY layer transmits and receives MPDUs between neighbour nodes. The average transmission rate of PHY layer is around 70 kbps and the maximum is 120 kbps using a frequency bandwidth of 47.363 kHz located on the high frequencies of CENELEC ABand (41.9 to 88.8 kHz).
2) REMPLI
The REMPLI system has been developed in the framework of REMPLI Project (REMPLI: Real-time Energy Management over Power-Lines and Internet); [8] . This system has a hierarchical structure with three levels:
• The LV power line segment that covers groups of energy consumers. This is connecting REMPLI nodes, which are usually installed at the consumer premises. These nodes are the coupling units between the utility equipment (mostly meters or sensors) and the PLC infrastructure. On the other side of the LV level, REMPLI bridges are located, in order to allow a bridging to the next hierarchy level. These systems are installed usually at the LV/MV transformer stations.
• The medium-voltage segment between primary and secondary transformers. This builds the intermediate level and is connected to the bottom level by RMEPLI bridges and to the top level by REMPLI Access Points. These are installed at the HV/MV transformers. Access points are gateways between the powerline network and the IP-based hierarchy. Additionally, they can also offer add-on functionalities, for example related to alarming, maintenance procedure, etc.
• IP-based starting at the primary transformer stations. This is a network that connects the application servers to the REMPLI infrastructure.
3) G3 PLC
G3 PLC is an ERDF specification based PLC modem communication standard designed for MV and LV Line for Automatic Meter Management (AMM) and SG applications. G3-PLC PHY specification is intended for modems operating in the 35.9 kHz to 90.6 kHz frequency range with provisions to extend it to 480 kHz; [9] . The complete OSI structure used by G3 PLC in its field trial is given in Figure 3 . Main characteristics of G3 PLC are:
• Operating in Cenelec A Band, B band and FCC
• Up to 32kbps PHY data rate
• 6LowPAN adaptation to support IPV6
• AES-128 (Advanced Encryption System)
• Point to point, star, mesh network topology
• Co-exist with IEC61334
• Crossing transformers 
4) Analysis and Open Challanges
All the three solutions described above are based on OFDM modulation. This gives PLC, with high bit rate, low costs and independent of a third party, a competitive advantage over other access technologies. Similarly initiatives to achieve interoperability, which is an important requirement for a large deployment, have been started. In fact, REMPLI has investigated the challenges of its interoperability with PRIME; [10] . Recently the G3 PLC also started cooperation with PRIME Alliance to work on the interoperability issue [11] . However, PLC technologies, in their current state, often cannot offer the reliability, quality of service, security and interoperability that is required for high application demands. In particular, these solutions are still limited in that they are not designed for efficient transition of IP more and more required for utility communication. More details about the above listed technologies can be found in [13] .
Efficient integration of both PLC and IP technologies face many unsolved challenges. In particular the usage of IP is not efficiently supported by today's powerline technologies. Security and safety are additional requirements only investigated on a very basic level. Finally existing PLC technologies still require more research to fully include the necessary redundancy, (near) real-time properties and high data transfer rates.
For seamless high performance integration of IP over highspeed narrow-band PLC the following aspects have to be addressed:
• Existing PLC communication solutions are typically hand tailored for an actual combination of available technologies, network topology and applications to achieve high performance and cost-effectiveness. In order to be compatible with the existing and future Smart Grid components, the IP protocol stack shall be used. For IP integration mechanisms such as IP header compression (ROHC) or advanced transparent data compression are required to be optimised for PLC.
• To cope with the hostile and unsteady nature of the PLC communication network features for automatic measurement and configuration of PLC nodes will be enhanced or added. Features for system survivability have to be added to handle temporary unreachable nodes.
• Since the PLC network is an open, broadcast, freely accessible network, appropriate security mechanisms must be implemented.
• In order to use the PLC network for controlling grid behaviour under fault conditions or grid ancillary services (voltage control, reactive power control and frequency), applications have to be able to use these resources and quickly react to fast changes. Therefore a (near) real-time communications system is required.
• Reduction of the electrical grid vulnerability can be avoided by implementing redundancy. Concepts in mind are the implementation of channel switching without link loss or online alternative route setups.
• Advanced channel and network models do not exist. Therefore, they must be developed to form a solid base for performance investigations of large networks. This functionality is required within the project to reach the target outcome but also required by the market for planning and specification of the communication systems.
DLC-VIT4IP explained in section IV try to address these issues. The next section shows other solutions.
IV. DLC+VIT4IP-BRINGING IPV6 INTO SMART GRID
Modern utility communication demands a communication platform that can provide the flexibility for multi-application communication for SG protocols offering the necessary interoperability in selection of equipment for networking and application implementations but also to support tomorrow's smart grid applications like management of DG or other utility applications such as video surveillance and facility access control.
Within the European project DLC+VIT4IP the Internet Protocol (IP) together with narrow-band PLC is used as approach to fulfil these needs. The goal is to optimize power utility communication and offer flexibility and lean communication down to the field level of a utility grid. In the following subsections the concept for IP integration and the proper protection of utility is presented. Focus is on the proper treatment of Information Security, which has received increased attention within the Electric Power Utilities (EPUs) during the last ten years. As providers of life-critical products and services, EPUs need to develop new security systems and procedures that are responsive to the improvements in Information and Communications Technology (ICT) and also recognise the development of threats and attacks. In particular, handling new threats of cyber intrusion is expected to grow even more; [12] .
A. Internet Protocol over Narrow-Band PLC
The paradigm of DLC+VIT4IP is to use standard protocols to achieve best compatibility and economic efficiency. The main component therefore is not a new IP layer, rather a intermediate layer called Convergence Layer that is responsible for efficient transmission of the IP.
The core is the convergence layer interfacing the (standard) IPv6 layer and the native layers of (multiple) powerline system (see Figure 4) . It offers the following functionality:
• Compression of IPv6 packets for efficient transmission over the PLC. Concepts of ROHC are the base for this compression since the PLC share many similarities to wireless networks.
• Crosslayer QoS management where the challenge is to use the already existing QoS functionality of the underlying PLC system yet maintain a compatible superset of services to support multiple PLC systems.
• Abstraction of the underlying PLC: Address and service call translation are the key issues at this layer.
• Protection of transport (see section IV/B) Another important aspect of the convergence layer is to include old IPv4 devices being the majority of field devices at least for the last decade. Solutions are address translation schemes to the IPv6 core of DLC+VIT4IP and although not that efficient tunnelling of IPv4 is supported.
B. Security
Following the project paradigm also the security system should enable using standard security protocols for application traffic and network management and operation. Based on the requirements analysis done in DLC+VIT4IP the use of IPsec is a natural choice to achieve on the one hand state-of-the-art protection of SG communication and on the other hand seamless integration in the security concepts of other utility applications.
IPsec can implement all security services required by SG communication;
namely data integrity protection, authentication, encryption, non-repudiation can be offered. Authorization services cannot be applied on a protocol base, since DLC+VIT4IP uses the versatile communication channel of IP. It only defines access rights at the base of system components and in deals with the authorization of nodes. From the security point of view three types of security associations are offered between the application server and the counterpart on the field level equipment (PLC node); as depicted in Figure 5: 1. Secure end-to-end association between an application server and a PLC node: An uninterrupted secure tunnel is established between the end points of the communication relation.
2. Secure transmission over the powerline network: In this case the DLC+VIT4IP system offers a secure tunnel from the gateway interfacing with the utilities intranet and the PLC node at the field level. Additionally, the connection between application and gateway can be secured, yet at the gateway the first security association is terminated and the PLC security association opened.
3. An unprotected connection that allows efficiently using security protocols and extensions within the used protocol.
Support of these three connections allows for effective protection of many different protocols. From an application point of view the DLC+VIT4IP network is transparent for all kinds of security levels of the application.
A lot of protocols commonly used for metering, supervisory and control do not define measures to protect their assets. For these protocols DLC+VIT4IP provides a secure transport from the gateway to the PLC node. Additionally the secure tunnel between the application and the gateway allows using already existing security measures of the utilities intranet such as SSL/TLS or IPsec. Within DLC+VIT4IP only the IPsec channel is implemented at this level since on the one hand IPsec is the native security support of the IP communication that has been identified as major requirement and on the other hand the gained results allow concluding on other similar protocols.
According to the service levels demanded by the requirements (see section 1.2) three different inputs are available. Namely there is support for protection of IP traffic, proprietary protocols (label non-IP) and optimized transport for IPsec packets. These inputs are depicted at the top of Figure 4 . Mapping of non-IP traffic to IP is not in the focus of DLC+VIT4IP, yet the security architecture is capable to support such scenarios by offering the possibility to wrap non-IP traffic in an IP packet for further processing.
Since narrow-band powerline is a resource constrained communication in particular in terms of bandwidth and packet size the security layer needs to efficiently transmit the data. This is achieved depending on the selected security service:
1. In IPsec transport mode only the payload of an IP packet is protected and the security layer compress payload data, add the IPsec header and run the cryptographic algorithms 2. In IPsec tunnel mode also protecting the original IP header the security layer additionally compress IP headers.
3. Without security services only the payload is compressed.
Finally, common for all modes the IPsec header is compressed to reduce the required packet size and bandwidth. In this way, efficient tunnelling of end-to-end IPsec connections is possible.
This IPsec header (and trailer) compression is a core functionality of the security layer to guarantee an efficient transmission over the PLC network by removing redundancy and ambiguity in the IPsec headers and trailers. Utility communication at this level has the advantage to be planned. Hence, the range of different header parameters such as the next header field can be predicted and the size of these fields reduced to only hold the used values. Other fields such as the payload length or security parameter index can be omitted from transmission, since they can be restored from tables indexed by lower layer ids. Additionally, sequence number or integrity check value can be truncated to shorted length although this reduces the security level.
Using these security measures the DLC+VIT4IP system can protect typical utility scenarios such as a) utility Intranet to field level nodes connecting multiple equipment tunnelling existing connections, b) protection of application to node communication, c) traffic separation between different users allowing multi-utility use of this communication infrastructure or d) data concentration and forwarding supporting common aggregation of information V. CONCLUSIONS This paper presents the importance of communications technologies in the realisation of the Smart Grid (SG) vision, compared different access schemes and analyzed high-speed narrowband PLC.
Concepts of the DLC+VIT4IP project have been introduced, which are bringing this technology towards a higher fulfilment of the SG requirements by introducing IP and extending the frequency bands of narrowband PLC.
Outcomes of the project will include a prototype for a high performance communications infrastructure, simulation and planning tools, testing and conformance rules for application developers and users to choose an appropriate technology for their needs are key drivers for end use. Many of these outcomes will be transferred to standardisation.
